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CCNP Bootcamp

PRIVATE "TYPE=PICT;ALT=Course Content"
Course Content
This class is designed for those individuals with experience or knowledge at the CCNA® level. A student must have their CCNA® to qualify for the CCNP®. In this class students are guaranteed to pass the four exams required for CCNP® **.
Course Objectives

In this course, students will be provided with the knowledge required to pass the CCNP certification tests to include materials from the following courses:
· Building Scalable Cisco Internetworks (BSCI)

· Building Cisco Multilayer Switched Networks (BCMSN)

· Implementing Secure Converged Wide Area Networks (ISCW)

· Optimizing Converged Cisco Networks (ONT)

Course Outline

BSCI – CCNP Bootcamp Schedule Detail
Day 1 Monday
Course Intro

Describing Network Requirements 

Introducing EIGRP

Implement/Verify EIGRP

Configuring Advanced EIGRP options

Configuring EIGRP Authentication 

Using EIGRP in an Enterprise Network 

Basic Configuration (Could go near begin of day)

Configure and Tune EIGRP

Introducing OSPF

OSPF Packet Types

Configuring OSPF Routing 

Configuring Single Area OSPF

Day 2 Tuesday
OSPF Network Types

Link-State Advertisements

OSPF Route Summarization

Configuring OSPF Special Area Typ

Configuring OSPF Authentication 

SPF multi-area and NBMA

OSPF multi-area and P-M, P-P

Tuning OSPF

IS-IS Intro

IS-IS Routing Ops

Configuring Basic IS-IS (end of Volume 1) 

Configuring Integrated IS-IS

Day 3 Wednesday
Multiple Routing Protocols

Configuring Route Redistribution

Controlling Route Update Traffic

Advanced IOS features: DHCP 

Basic Redistribution 

Tuning Redistribution 

BGP Concepts/Terminology

EBGP vs. IBGP

Configuring Basic BGP

Configuring Multihome BGP

Selecting BGP path 
Route Maps to manipulate BGP paths

Manipulate BGP paths w/route maps

Day 4 Thursday
Explaining Multicast

IGMP and Layer 2 Issues

Explaining Multicast Routing Protocols

Multicast Configuration & Verification

Configure Multicast Routing 

Intro to IPv6 

Defining IPv6 Addressing

Implementing Dynamic IPv6 Addresses

Using IPv6 with OSPF 

Using IPv6 with IPv4 

Configure IPv6 Addresses 

Enable IPv6 OSPF routing 

Configure IPv6 Tunnels 

Test 

BCMSN– CCNP Bootcamp Schedule Detail
Day 5 Friday
Introducing Campus Networks 

Getting Started with Cisco Switches

Best Practices for VLANs

Implementing VLANs

Implementing Trunks

VTP 

Correcting Common VLAN Errors

Configuring VLANs and VTP

Describing STP

Configure Primary & backup Root Bridges

Implementing RSTP

Implementing PVRST

Implementing MSTP

Implementing MSTP

Configuring Link Aggregation with EtherChannel

Configuring EtherChannel

Day 6 Saturday
Troubleshooting STP

Routing Between VLANs 

Enable VLAN Routing on a Multi-Layer Switch

Routing Between VLANs

Deploying CEF-based Multi-Layer Switching

Configuring Layer 3 Redundancy with HSRP

Optimizing HSRP 

Enabling and Optimizing HSRP

Configuring Layer 3 Redundancy with VRRP and GLBP

Introducing WLANs

Describing WLAN Topologies

Explaining WLAN Technology and Standards 

Configuring Switches for WLANs

Day 7 Sunday
Configuring Cisco WLAN Clients

Implementing WLANs 

Configuring WLANs 

Setting Up the WLAN Controller

Configuring the Controller via Web Browser

Configuring a Wireless Client (Optional)

Planning for Implementation of Voice in a Campus Network

Accommodating Voice Traffic on Campus Switches 

Configuring IP Telephony Support

Understanding Switch Security Issues

Protecting Against VLAN Attacks

Protecting Against Spoof Attacks

Describing STP Security Mechanisms

Preventing STP Forwarding Loops

Securing Network Switches

Case Study: Applying Security Practices to Campus Devices

Case Study: Using Security Tools in the Campus

Applying Security Tools 

Day 8 Monday
Test 

ISCW– CCNP Bootcamp Schedule Detail
Describing Network Requirements

Describing Topologies for Facilitating Remote Connections

Describing Cable Technology

Describing DSL Technology

Configuring the CPE as the PPPoE or PPPoA Client

Verifying Broadband ADSL Connections

Introducing MPLS Networks

Assigning MPLS Labels to Packets

Implementing Frame Mode MPLS

Configuring Frame Mode MPLS

Describing MPLS VPN Technology3:45 

Understanding IPSec Components and Features 

Day 9 Tuesday
Implementing Site-to-Site IPSec Operations

Configuring IPSec Site-to-Site Using SDM 

Configuring Site-to-Site VPNs

Configuring GRE tunnels over IPSec

Configuring GRE tunnels over IPSec Using SDM

High Availability Options

Configuring IPSec VPN to backup a PPP WAN Connection 

Configuring Easy VPN and Easy VPN Server Using SDM

Implementing the Cisco VPN Client 

Configuring Cisco Easy VPN Server Using SDM

Cisco Self-Defending Network

Day 10 Wednesday
Disabling Unused Services and Interfaces 

Securing Cisco Routers 

Securing Cisco Router Installations and Administrative Access

Mitigating Threats and Attacks with Access Lists

Securing Management and Reporting Features 

Securing Cisco Router Management 

Configuring AAA on Cisco Routers 

Configuring AAA Authentication & Authorization 

Introducing the Cisco IOS Firewall 

Implementing Cisco IOS Firewalls 

Day 11 Thursday
Configuring a Cisco IOS Firewall 

Introducing Cisco IOS IPS 

Configuring Cisco IOS IPS

Configuring Cisco IOS IPS

Troubleshooting Security

Test 

ONT – CCNP Bootcamp Schedule Detail
Day 12 Friday
Describing Network Requirments

Introducing VoIP Networks

Digitizing and Packetizing Voice

Encapsulating Voice Packets for Transport

Lab 2-1: Lab Setup and Initialization

Calculating Bandwidth Requirements 

Implementing Voice Support in an Enterprise Network

Placing and Examining VoIP Calls

Introducing QoS

Identifying Models for QoS

Identifying Methods for QoS

Introducing MQC and the SDM QoS Wizard

Introducing Classification and Marking

Using NBAR for Classification 

Introducing Classification and Marking

Day 13 Saturday
Using NBAR for Classification 

Configuring Queuing Mechanisms

Introducing Queuing Implementations

Configuring WFQ

Configuring QBWFQ and LLC 

Configuring FIFO and WFQ 

Introducing Congestion Avoidance

Configuring LLQ Queuing 

Introducing Traffic Policing and Shaping 

Class Based Header Compression 

Configuring LFI

Understanding WAN Link Efficiency Mechanisms 

Implementing QoS Pre-classify

Configuring QoS Pre-Classify

Day 14 Sunday
Deploying End-to-End QoS 

Introducing AutoQoS

Mitigating Common AutoQoS Issues

Configuring QoS with AutoQoS

Using MQC to Tune AutoQoS

Implement WLAN QoS

Introducing 802.1x 

Configuring Encryption and Authentication on Lightweight APs 

Configuring WEP Authentication

Configuring 802.1x EAP-PEAP-MSCHAPv2 Authentication 

Configuring the Cisco Wireless Control System
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