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CCSP Bootcamp
Course Content:  This Cisco Certified Security Professional Certification (CCSP) bootcamp teaches the advanced knowledge and skills required to secure Cisco networks. With a CCSP, a network professional demonstrates the skills required to secure and manage network infrastructures to protect productivity, mitigate threats, and reduce costs. The CCSP curriculum emphasizes Cisco Router IOS (ISR) and Catalyst Switch security features, Adaptive Security Appliance (ASA), secure VPN connectivity, Intrusion Prevention Systems (IPS), Cisco Security Agent (CSA), Security Enterprise and Device Management, Network Admission Control (NAC) as well as techniques to optimize these technologies in a single, integrated network security solution. In addition, CCSP leverages the new CCNA Security certification as a prerequisite.  

This CCSP bootcamp class covers all 3 core classes required for the CCSP® in addition it will cover the Securing Networks with ASA Advanced (SNAA) elective. You will receive the Authorized Courseware for the 3 classes required + SNAA:
Securing Networks with Cisco Routers and Switches (SNRS) 

Monday thru Wednesday
· Configure, operate and troubleshoot Cisco Secure ACS for Windows Server 

· Install, maintain and troubleshoot Cisco IOS Firewall including Authentication Proxy, Context Based Access Control (CBAC) and Intrusion Prevention System (IPS) 

· Implement IPSec VPNs using IOS Routers in site to site and remote access configurations, including using digital certificates 

· Use the Cisco Security Device Manager (SDM) to complete a wide range of configuration tasks on an IOS router 

Securing Networks with ASA Foundation (SNAF)
Thursday thru Saturday
· Configure policy NAT based on traffic type 
· Configure the Layer 7 Modular Policy Framework for advanced protocol handling 

· Segment traffic with VLANs 

· Configure dynamic routing 

· Establish LAN-to-LAN tunnels with digital certificates 

· Configure the IPsec VPN client 

· Configure remote access using digital certificates 

· Configure QoS for VPN traffic 

· Configure WebVPN functionality 

· Configure clientless SSL VPNs 

· Configure the Cisco AnyConnect VPN Client 

· Configure Cisco Secure Desktop and DAP for SSL VPN connections 

· Inspect and filter traffic with the CSC-SSM service module 

· Identify, alert, and defend against attacks with the AIP-SSM security module 

Implementing Cisco Intrusion Detection Systems (IPS)
Monday thru Wednesday
· Explain how Cisco IPS protects network devices from attacks. 

· Install a sensor appliance in the network and initialize it. 

· Use the sensor CLI to perform basic sensor configuration. 

· Describe the management and monitoring capabilities of the IPS Device Manager. 

· Use the IDM to configure the sensor's communication parameters. 

· Use the IDM to configure allowed hosts. 

· Use the IDM to set the sensor's time. 

· Use the IDM to create user accounts. 

· Use the IDM to configure sensor interfaces and interface pairs. 

· Use the IDM to configure software bypass mode. 

· Describe the functions of signature engines and their parameters. 

· Use the IDM to tune and create signatures to meet the requirements of a given security policy. 

· Use the IDM to tune the sensor to work optimally in a network. 

· Explain blocking concepts. 

· Use the IDM to configure blocking for a given scenario. 

· Install the NM-CIDS in a router and initialize it. 

· Configure communications between the router and the NM-CIDS and initialize the NM-CIDS. 

· Install an IDSM-2 in a Cisco Catalyst 6500 Switch and initialize it. 

· Use the IDM to upgrade the sensor image. 

· Use the IDM to install signature and service pack updates. 

· Use the IDM to configure automatic software updates. 

· Recover the sensor image. 

· Use the CLI to back up and restore a sensor configuration. 

· Use the CLI and the IDM to monitor the sensor. 

· Use preventive maintenance and general troubleshooting commands 

Securing Networks with ASA Advanced (SNAA)
Thursday thru Saturday
· Configure policy NAT based on traffic type 

· Configure the Layer 7 Modular Policy Framework for advanced protocol handling 

· Segment traffic with VLANs 

· Configure dynamic routing 

· Establish LAN-to-LAN tunnels with digital certificates 

· Configure the IPsec VPN client 

· Configure remote access using digital certificates 

· Configure QoS for VPN traffic 

· Configure WebVPN functionality 

· Configure clientless SSL VPNs 

· Configure the Cisco AnyConnect VPN Client 

· Configure Cisco Secure Desktop and DAP for SSL VPN connections 

· Inspect and filter traffic with the CSC-SSM service module 

· Identify, alert, and defend against attacks with the AIP-SSM security module
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