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Securing Networks with Cisco Routers and Switches (SNRS) v2.0

PRIVATE "TYPE=PICT;ALT=Course Content"
Course Content
This course is aimed at providing network specialists with the knowledge and skills needed to secure Cisco IOS router and switch networks. Successful graduates will be able to secure the network environment using existing Cisco IOS and CatOS security features, configure the three primary components of the Cisco IOS Firewall Feature set (context-based access control (CBAC), intrusion prevention, and authentication proxy), implement secure tunnels(VPNs) using IPSec technology, and implement basic access switch security. In addition, they will complete a security audit using functions embedded in Cisco Security Device Manager
Course Objectives

After completing this course, the student should be able to:

· Secure a network using existing Cisco IOS security including Trust and Identity with Identity Based Networking Service; Network Foundation Protection including securing the Control, Management and Data Plane. 

· Invoke Secured Connectivity with IPsec and VPNs, and implement Adaptive Threat Defense by configuring Cisco Classic and Zone-Based Firewalls and Cisco IOS IPS

Course Outline
Module 1 Layer 2 Security 
Module 2 Trust and Identity 

Module 3 Cisco Network Foundation Protection 

Module 4 Secured Connectivity 

Module 5 Adaptive Threat Defense
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