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MERAKI SOFTWARE-DEFINED WAN

Simple, Secure, Optimized Connectivity




About Merak




Simplifying powerful technology to free
passionate people to focus on their mission

TECHNOLOGY THAT SIMPLY WORKS

e’ Meraki



Simplifying across |IT with Cloud Management

asco Merak|

A complete cloud managed IT solution

Wireless, switching, security, SD-WAN, intelligent

network insights, endpoint management, and
security cameras

Integrated hardware, software, and cloud services

Leader in cloud-managed IT

Among Cisco’s fastest growing portfolios

350k+ 4 .5M+ 23M+
Unique customers Meraki devices API calls
online per day



Disrupt or be Disrupted

Organizations of every size and industry risk fundamental
disruption because of new technologies, new players, and
new ways of doing business

Business $
Impact

Meraki

The business impact of a new (digital) initiative will diminish
LOST OPPORTUNITY over time as more competitors enter the space

Organizations that are the first to apply a new digital initiative
will capture the lion’s share of the opportunity

Traditional technology

Meraki cloud managed IT devices allow businesses to
rapidly lay a digital foundation to roll out a digital initiative to

(o) 5

Grow revenue Reduce cost Mitigate risk

Time

Increasing competition

Beat the competition to implement digital initiatives
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Futureproof with Immediate Impact

OPTIMIZED WITH
BUILT-IN ANALYTICS THE FUTURE BUILT-IN

Meraki Device Information

Subway FREE Wi-Fi

There is no Meraki device associated with this store.

.t $
v o) omees 6 SOUPDUO Add a new device below via serial number.
@ Owices @ W H
Enter New Serial Number: m

Meraki Template Information

Choose a configuration template below and click “Change*.

0%

Typical customers save in

Automation

the region of 90% on —

operating costs with I B 1 A
. - = — = &) 2% @ 2o @ iy <18

Meraki compared to e B :

traditional architectures —-«———-—-:— L

Custom analytics

| ==mflE==_ NENNEEE

Augmented experiences

Augmented reality

Explore Meraki total cost of ownership at Explore Meraki API solutions at
meraki.cisco.com/TCO create.meraki.io/solutions
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The SD-WAN Rocket Ship




Business SaaS Trends

I
CISCO

] Office365

salesforce

¥ slack
& Dropbox

Meraki

AVG. NUMBER OF SaaS APPS PER ORGANIZATION

xm K

2015 2016 2017
[Source: BetterCloud 2017 State of the SaaS-Powered Workplace]

PERCENTAGE OF ENTERPRISES ESTIMATING WHEN 80% OF
THEIR BUSINESS APPS WILL BE SaaS

86%
79% o

2016 2017 2018 2019 2020 2021 2022 2023
[Source: BetterCloud 2017 State of the SaaS-Powered Workplace]

SaaS SPENDING FORECAST, 2016 — 2020

9 5 0/ Global SaaS spending is
O forecast to increase by
INCREASE over 95% to $75.7B

[Source: Gartner, 2017]

73%

Percentage of enterprises (1,000+
employees) estimating the majority of
their apps will be SaaS by 2021



Business Traffic

GLOBAL BUSINESS IP TRAFFIC

[PB per month] 45 452

37,937
31,518 0
26,220 0 2-5x ° 21 /0 CAGR
21,917
17,804
. . Globally, Business IP traffic is predicted to grow 3-fold from
2016 to 2021 at a compound annual growth rate of 21%

2016 2017 2018 2019 2020 2021

[Source: Cisco VNI, 2017]

GLOBAL SITE-TO-SITE BUSINESS TRAFFIC
CAGR

0%

44%

Global SD-WAN traffic
growth outpaces site-to-site
business traffic growth

’ SD-WAN
B

traffic
10%

Total site to site SD-WAN traffic
2016 2021 business traffic

[Source: Cisco VNI, 2017]
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Strained Premium WAN Links

"
CURRENT IS ) weis
e — o MPLS
Q. , . 00 Q@ AVERAGE COST OF MPLS
HQ / DC BRANCH
HQ / DC BRANCH

[Source: Network World, Next-Generation
Enterprise WANs, 2012]

e business critical
non-critical

Legacy premium WAN links are coming under increasing strain as a result of growing
business SaaS and site-to-site traffic

Increasing the capacity of private WAN links is a cost prohibitive option for most organizations
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Future WAN Options

MPLS ONLY

X
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MERAKI SD-WAN
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Increase the capacity of an existing MPLS network

Supplement an existing MPLS network with broadband for
Increased bandwidth

Offload critical traffic from MPLS to broadband with policy
based routing dynamic path selection

Dual high speed broadband connections

Load balance business critical traffic based on policy or link
performance

[PER MBPS PER MONTH]
AVERAGE

PRICE OF WAN Broadband B $15
CONNECTIVITY

MPLS I 5600

[Source: Network World, Next-Generation Enterprise WANs, 2012]



Meraki SD-WAN




Delivered by Powerful Hardware

Hardware highlights across all MX models

& x2 WAN ports

Tal 3G /4G /LTE USB as single-WAN or failover

Additional Ethernet ports with PoE/PoE+ C
options

@ Models with embedded LTE modem

MERAKI MX SD-WAN & SECURITY APPLIANCES
—= High availability mode

AUTOMATIC WAN FAILOVER

asco Merak



Securely Built on Site-to-Site Auto VPN

= ry
i A
L ) AUTO VPN ) auto ven  EEENL
e _-—— -—
Habe WAN link Internet WAN link BRANCH
: The ability to configure site-to-site, Layer 3 IPsec VPN tunnels in just two clicks in the Cisco
Vieraki Auto VN Meraki dashboard over any WAN link
Automatically The Cisco Meraki dashboard uniquely acts as a broker between MXs in an organization,
configured VPN negotiating VPN routes, authentication and encryption protocols, and key exchange
parameters automatically to create hub-and-spoke or mesh VPN topologies

MXs with two uplinks will automatically self-heal to re-negotiate VPN tunnels if a primary

Redundancy built-in uplink goes down

asco Merak



Driven by Real-Time VPN Performance Monitoring

Performance metrics of all site-to-site VPN
routes are monitored and logged approx.

every second

- Latency

- Jitter

- Loss
- MOS

This data is used to make intelligent
decisions about WAN connectivity

et Meraki

Meraki San Francisco - Security 1
— Meraki London - Finsbury - appliance 1

Latency
135.91 average
135.2 min 136.82 max

May May May May May May May
17 18 19 20 21 22 23

Jitter
0.18 average 0 min 1.45 max

May May May May May May May
17 18 19 20 21 22 23

0.04 average 0 min 0.45 max

May May May May May May May
17 18 19 20 21 22 23

MOS
3.99 average 3.86 min 4 max

May May May May May May May
17 18 19 20 219 22 23

Uplink 1 | Uplink 2 m for the last week ~

Meraki San Francisco - Security 1
— Meraki London - Finsbury - appliance 2

132.63 average
132 min 144.3 max

May May May May May May May
17 18 19 20 21 22 23

0.25 average 0 min 2.3 max

May May May May May May May
17 18 19 20 21 22 23

0.01 average 0 min 0.58 max

May May May May May May May
17 188 19 20 21 22 23

4 average 3.95 min 4 max

May May May May May May May
17 18 19 20 21 22 23

Meraki San Francisco - Security 2
— Meraki London - Finsbury - appliance 1

140.25 average
139.43 min 143.14 max

May May May May May May May
17 18 19 20 21 2 23

0.57 average 0 min 3.52 max

May May May May May May May
17 18 19 20 21 22 23

0.15 average O min 3.77 max

May May May May May May May
17 18 19 20 21 22 23

3.96 average 3.02 min 4 max

N

May May May May May May May
17 18 19 20 21 22 28

Meraki San Francisco - Security 2
— Meraki London - Finsbury - appliance 2

138.7 average
136.04 min 156 max

May May May May May May May
17 18 19 20 21 22 23

0.62 average O min 3.73 max

May May May May May May May
17 18 19 20 21 22 23

0.13 average 0 min 6 max

May May May May May May May
17 18 19 20 21 22 23

3.97 average 2.37 min 4 max

May May May May May May May
17 18 19 20 21 22 23




Extension to Public Cloud Services

00
e ' BRANCH

? @ Internet
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X

AutoVPN 1
AutoVPN 2

asco Merak

Extend MX deployments to IT services located in AWS or
Microsoft Azure with site-to-site auto VPN to a virtual MX
(VMX)

Leverage SD-WAN on vMX the same way as a physical MX
for optimal path selection to IT services hosted in AWS or
Azure

vMX Is managed just like any other physical MX in the
dashboard once deployed on an AWS EC2 instance or an
Azure VM

Up to 500Mbps VPN throughput

Only license required



Smart WAN Paths to Suit Your Business

Dual active VPN o], — OIS —
Load balance your VPN traffic over two WAN links MX] - — (D

BRANCH
POIicy-based ROUting (PbR) olo [Business critical —. WAN link 1 —
Select the preferred path for traffic based on protocol, T . : . —
port, source and destination IP, or even application orancH  —honctcs IR
Dynamic path seIeCtion olo ° ‘Business critical: WAN link 1 —
Select the best VPN tunnel for traffic automatically o | : S
based on performance BRANCH - '

asco Merak

Auto VPN tunnels




Simply Express Intent

1. Define acceptable performance thresholds 3. Choose preferred uplink and when fail over
should occur

Custom performance Name Maximum latency (ms) Maximum jitter (ms) Maximum loss (%) Actions
classes

Office365 10 10 10

Create a new custom performance class...

Uplink selection policy

Traffic filters
Windows Office365 X | Add +

2. Select from built-in Layer-7 categories and .
applications profomed uplic. (VAN

Fail over if: | Poor performance 4 |

Uplink selection policy Performance class: « VolP

Office365

Traffic filters

Windows Office365 % | Add +

Gairiiy

All Productivity

Health care
Adobe Creative Cloud

News
Sharepoint

Online backup
Simphony.NET

Peer-to-peer (P2P)

Slack

Productivity
Windows Live Office

Remote monitoring & management
Windows Office365

Security

Tell the network what you want to accomplish,

Software & anti-virus updates

not what to do and how to do it

Video & music

et Meraki



Simple, All-Inclusive Licensing

7 e n“\‘:{”\
V4

Enterprise license Hardware

1:1 ratio of licensing and hardware
1,3, 5, 7, and 10 year durations available

Centralized management with network-wide visibility and
remote troubleshooting tools

Over-the-web firmware and security updates
24/7 enterprise support and warranty

All features included as standard, no per-feature licensing

et Meraki



MX Appliance Licensing

Enterprise License
Full SD-WAN feature set and functionality
Site-to-site Auto VPN

Branch routing

Link bonding and failover
Application control
Web caching
Client VPN

Stateful firewall

[Note: No license required for HA MX Appliance]

asco Merak

Advanced Security License
All enterprise features, plus:

BrightCloud content filtering (with Google
SafeSearch)

Cisco Advanced Malware Protection
Snort IPS/IDS
Geo-IP based firewall rules
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Why Meraki SD-WAN




Zero Touch Provisioning

.......
CCCCC

One-time remote, web-
based configuration
Configuration templates
simplify large multi-site
deployments

asco Merak

No pre-staging
No onsite configuration

Unbox and plug in MX
appliances at required
locations



Centralized Management

MANAGEABILITY

SCALABILITY

COST SAVINGS

Turnkey installation and management
Integrated, always up to date features

Scales from small branches to large networks
Reduces operational costs

asco Vlerakl



Future Proofed Initial Investment

Over-the-web feature delivery with quarterly updates

Granular control over firmware versions

teen’ Meraki



More Than Just SD-WAN

IPS Snort IDS / IPS, updated every day

Security Center  the last month ~

BrightCloud - 4+ billion URLSs,

Content Filtering updated in real-time

Geo-based Block traffic sourced from selected
security countries

Malware AMP with Threat Grid

Protection ThreatGrid based sandboxing
Automatic Software and security updates
Updates delivered from the cloud

PCI 3.2 certified cloud-based
management Industry leading security built-in with

no additional hardware required

PCIl compliance

et Meraki



Supported by Cisco Talos Threat Intelligence

Over 250 full time
threat researchers

238

1.5 million 600 billion email
malware samples messages / day

Millions of telemetry
agents

16 billion web
requests /

scanning

day

/ day
Internetwid@

4 global data centers

TdLOS
Telemetry Honeypots (/\) Over 100 threat
\ intelligence partners
&
Internal
vulnerability ?Oprinm 3%:2: Q“%y Over 1,100 threat traps
discovery @

asco Merak|



Visibility and Analytics

Traffic ana |yt|CS for security appliances v  for the last week +

View historical latency, jitter, loss, and MOS

400

for VPN links ol | | | — |

0

Jul 03 00:00 Jul 03 12:00 Jul 04 00:00 Jul 04 12:00 Jul 05 00:00 Jul 05 12:00 Jul 06 00:00 Jul 06 12:00 Jul 07 00:00 Jul 07 12:00 Jul 08 00:00 Jul 08 12:00 Jul 09 00:00 Jul 09 12:00
Usage 2.29 TB (4 1.66 TB, *636.48 GB)

Visual representation of VPN status

Jul 03 00:00 Jul 03 12:00 Jul 04 00:00 Jul 04 12:00 Jul 05 00:00 Jul 05 12:00 Jul 06 00:00 Jul 06 12:00 Jul 07 00:00 Jul 07 12:00 Jul 08 00:00 Jul 08 12:00 Jul 09 00:00 Jul 09 12:00

View bandwidth usage by application or by ey Ty T —

. Web based email us TCP 443 9.3% 21856 GB 108.40GB 110.16 GB 198758 9.6 months 350
Cl I e n t Miscellaneous secure web NL TCP 443  55% 129.15GB 1.11GB  128.04GB 9211 7 days 21
Miscellaneous secure web TCP 443 4.8% 112.19GB 1.09 GB 111.10 GB 1626 2.6 days 61
WebEx - 3.6% 85.33GB 37.04GB 48.28 GB 103465 10.7 weeks
Miscellaneous secure web TCP 3.4% 79.21GB 468.7 MB 78.75GB 14115 47 hours
" " . n n " YouTube 2.5% 59.38GB 994.8 MB 58.41 GB 20551 10 days
Highlight an application or a client to see their o
Web based email 1.4% 32.29GB 1256GB 19.73GB 45121 5.5 months

Google HTTPS 1.0% 2437GB 10.61GB 13.76 GB 72041 3.5 months

portion of total network bandwidth

Latency Loss
135.92 average 0.03 average
S I . t, t- t- f -f- 135.2 min 137.29 max 0 min 0.43 max
ee a client’s active time for specific [P S
: : Fe———— pind I | e ool MR DO
Meraki San Francisco - Securi Meraki AWS - US West Oregon a : . . a : .
a p pI Icatl O n S " oms May May May May May May May o% May May May May :/an May May
188 19 20 21 22 23 24 18 19 20 21 22 23 24
n n " n n n Jitter MOS
Easily create policies to limit bandwidth for WE,
v, 0 min 2.85 max 3.86 min 4 max
problematic users or applications N —
tms| o lat 6:24 | 2B ot 6ioa [
oms May May May May May May May ° May May May May May May May
188 19 20 21 22 23 24 18 19 20 21 22 23 24
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The Cherry on Top...




Meraki Insight

Also delivered by the Meraki MX

et Meraki



Web Application Experience

Monitor performance for apps travelling via

Tracked web applications  for the last 2 hours ~ Restore old Ul
VPN or public Internet R A\ g R
2 Network and App Assurance ‘ |  Worst Best No data
LAN WAN SERVER - (;: Branch 1 - appliance 2
T . . >
End-to-end visibility for SaaS application ©» © ® R
) Ikarem CRM % 8/6 7
1/ 2 AFFECTED NETWORKS East
experlence Internal DB 59 5/10
Internal DB souee

Network performance analytics and @ @
troubleshooting, including the LAN, WAN, &

1/ 2 AFFECTED NETWORKS

" S & O/.@Qr
d'g/ 7)3/7 c\'(\'b “‘ 470/ \
servers an omalins
- o ') )

Ikarem CRM West o ‘ & 2 cb\
2 G b N,
. i LAN WAN SERVER ©
Accelerate |IT and reduce time-to-resolution QO @ © Yo,
% o o *&.£0ne Blvd
NO AFFECTED NETWORKS e D RIVER OAKS %‘; : c

End-to-end network intelligence at work

Ease migration to SaaS with simplified troubleshooting

et Meraki




Pinpoint App Performance Issues in Minutes

Where’s the issue and
So who should be

lkarem CRM East £ EDIT

SERVER

O 0O ®

1/ 2 AFFECTED NETWORKS

Using Ml an IT admin can
Immediately tell which point
in the network is failing and

Application problems detected

contacted?
/
What’s the exact
reason and where’s the
evidence?
\_ /

et Meraki

Insight even suggests the root cause of performance issues

causing degradation
g /

/ Within 2 clicks, an IT admin\
can understand the exact
reason and drill down to
generate specific evidence
Kfor the poor performance /




VWAN Health

At-a-glance health of all MX uplinks across all sites

WAN Health BE™  for the last 2 hours ~

Quickly identify downed uplinks, including
cellular across all sites -

OOOOOOOOOOOOOOO

CCCCCC

HHHHHHHHH

Uplink Uplink Good etworl
SSSSSSSSSSSSSSSSS Type ISP rren Latency Apps core gs Availability
Easily monit | | st th f llul
Dynamic Access Control - . +19.53MB,+ 12,01 KB/sec, + 3.39
a S I y O n I O r S I g n a S re n g O r Ce u a r . appliance primary Unknown 67.06 MB KB/sec 100.00% 0.00 ms 100 MDAC _
. . ® Network and App As 42.67 MB 47.06 KB/ 134.84
letwork and App Assurance - . ™42, , v M A4A7, sec, ¥ :
uplinks across all locations e ST i nevninr (SIS SR o o —
Performance
Network and App Assurance + 806.67 KB, 1 102.05 Bytes/sec, + 135.10
Branch 2 - appliance econdary keybrains.net +1.31 MB 165.03 Bytes/sec 2.22% s NAA [
Quickly isolate site ith derperformi L
u I C y I S a S I S WI u n rp r I n g Network and App Assurance . 1+ 152.13 MB, 1+ 17.84 KB/sec, +
oor Branch 1 - appliance primary onkeybrains.net 4 3.32GB 401.61 KB/sec 3.33% Interna NAA I
links t ke th f itchi 1S o
UPIINKS 1O MakKke the case 10I Switcnin P etk snd App Asrarcn - ot T20TIUE,S 22050 KEec 4
g ® Branch 3 - appliance primary  monkeybrains.net 5o, g4 651.57 KB/sec 0:00% = 9.26kns . 1
ddi llul fail
plink St twi Uplink Type S | ge Signal (dBm) Current Usage Current Loss Current Latency Affec etwor bility &
L] L ] L] [ ]
Z3C-DEMO secondary, cellular ATE&T -77 dBm
iscover which sites are most reliant on corn
. [ ] MX67C-DEMO secondary, cellular AT&T 61 dB
Ce I I u I a r a S fa I I Ove r [ ] MX68CW-DEMO secondary, cellular AT&T -75 dBm

Monitor the health of all MX uplinks including cellular across all sites

PERFECT COMPANION FOR SD-WAN
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Licensing

LICENSE SIZE
FW Throughput

MX MODELS

SMALL

MX6x | Z3x Up to 450 Mbps
MEDIUM

MX84 | MX100 Up to 750 Mbps
LARGE

MX250 | MX400 Ub 10 5 Gbps

EXTRA LARGE

MX450 | MX600 Up to 10 Gbps

Ul Merak



Industry Leading SD-WAN
Meets Industry Leading Security

Internet GbE SFP. SFP+ )

st
CISCO

(o) © () (o) () o (o} o () () o )
1A 2v 3 A dv DA 6v PA By AT 0w ITA 2w o1 3A Ay ¢ 21 HAST O vl 7A L 18y 194 20v 214 22v 234 24v 254 26v -

Management

MERAKI MX

UTM

APPLIANCE

Internet GbE SFP SFP+

o/

Management

atfeer]e
CISCO

o (o) o o o o o o )
JA Ry ABALLT 6 JACREB yorn AT Qv ia A1 2w ] AN 4w S5 AL 6w M 7A ] By: 194 ~20v  2TA: 22w 234724y 254 726w -
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Product Families
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The Meraki Full Stack

agag i

4 arve e R AR T
. R I T O 1 e T
- - cisco D)
—

M
SD-WAN & Security Insight

Appliances

Systems Manager MV
Ethernet Switches Endpoint Security Cameras
Management

A COMPLETE CLOUD MANAGED IT PORTFOLIO

SINGLE PANE OF GLASS MANAGEMENT

asco Merak



Next Steps

I
CISCO

Risk-free evaluation

meraki.cisco.com/eval

Meraki

Check out our website & blog

meraki.cisco.com/blog

cisco Meraki  siocHome  aTTEND A weBINAR

SAY HELLO TO THE
INDUSTRY’S FIRST
802.11AC UTM
LAUNCHING

SYSTEMS

MANAGER SENTRY

INTRODUCING NEW
802.11AC ACCESS POINTS
WITH BEACONS

jo, N4 Subscribe f v o 3

;‘;:: APPLE AND CISCO (MERAKI INCLUDED!)
— BETTER TOGETHER

Exciting new announcements from Apple’s WWDC

JUNE IT, MERAKIFIED
28th

When our friends at Cisco coined the term “Merakify”, we
loved it so much we wanted to share it with everyone!

Contact your Meraki rep

meraki.cisco.com/contact
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