Atom Ai Usage Best Practices

Guidelines for Effective and Secure Interaction

Introduction

Atom Ai is designed to offer users a seamless and intelligent experience in various
interactions, including conversations, data exchanges, and support inquiries. To maximize
the benefits and ensure the security of your interactions, it is essential to adhere to certain
best practices. This document will outline the key guidelines for using Atom Ai effectively
and securely.

Scope and Applicability

Atom Ai Usage Best Practices encompasses all interactions with Atom Ai, including
conversations, data exchanges, and support inquiries on wwt.com, WWT’s mobile app, or
other authorized WWT digital channels. It pertains to all information, systems, processes,
and assets owned, leased, managed, or utilized by Atom Ai and third parties.

Atom Ai prompts and data are not used to train Al models. All interactions with the agent
follow a secure architecture that protects the source system by the user.

Security and Privacy by Design

Atom Ai’s robust design framework is built on several core principles:

1. Encryption and Data Protection. All data exchanged during interactions with Atom Ai is
encrypted both in transit and at rest. This ensures that sensitive information is
protected from unauthorized access at every stage of communication.

2. Secure Authentication. Atom Ai employs multiple layers of authentication to verify user
identity. This includes methods, such as multi-factor authentication (MFA) and other
security protocols to ensure that only authorized individuals can access the system.

3. Regular Audits. To maintain its high security standards, Atom Ai undergoes regular
security audits. These audits, conducted by both internal and external experts, identify
potential vulnerabilities and ensure compliance with the latest security regulations.

4. Compliance with Regulations. Atom Ai strictly adheres to global security and privacy
regulations, including GDPR and NIST standards. This compliance guarantees that the
platform meets rigorous data protection requirements, providing users with confidence
in the safety of their interactions.
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User Responsibilities

Ensure Privacy and Security

Atom Ai is committed to protecting individual privacy and securing personal information. To

ensure that your interactions are secure:

e Share only necessary data during conversations and support inquiries.

e Understand that Atom Ai may store personal information for quality assessment
purposes, but it does not use this data to train Al models.

e Always verify the critical information independently before making decisions based on
Al-generated responses.

Adhere to Data Monitoring Protocols

All conversations with Atom Ai are monitored for support and research purposes to improve

the quality of services. To comply with data monitoring protocols:

e Be aware that your interactions are monitored for service enhancement and policy
compliance.

e Understand that all collected data is handled in accordance with privacy policies and
data protection regulations.

Verify Al-Generated Information

While Atom Ai strives to provide accurate information, there is a potential for Al-generated

misinformation. Users should:

e Verify any critical information independently before relying on Al-generated responses
for decision-making.

e Use supplementary sources to cross-check important data.

Stay Updated with Revisions and Updates

WWT reserves the right to revoke, change, or supplement policies related to Atom Ai at any

time. Users should:

e Stayinformed about any changes to policies by regularly reviewing updates.

e Understand that such changes will be effective immediately upon approval by
management, unless otherwise stated.

Please note that WWT personnel are subject to not only these standards but also internal
applicable policies. These internal policies provide further guidelines and procedures that
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must be adhered to ensure compliance and maintain the highest level of professional

conduct.

By following these best practices, users can ensure that their interactions with Atom Ai are
effective, secure, and compliant with established guidelines. These practices not only
enhance the user experience but also contribute to the overall integrity and reliability of
Atom Ai's services.

INTERNAL



