Introduction

This document is designed to streamline the setup process by collecting all necessary
information up front. Here’s a summary of the key sections and details included in your
document:

1. WWT Information: This section is to be filled out by WWT after the partner completes
the survey. It includes WWT'’s address, website, and details about the third value-added
Network, IBM Sterling. It also includes contact information for the Program/Project
Manager and Post Production Support.

2. Connectivity Information: This section emphasizes that AS2 connectivity is preferred
and mentions the use of SHA-2 encryption for certificates. Partners are instructed to
send certificates in a p7b format and to contact the Integration Solutions team for the
latest B2B certificates, which are renewed annually.

3. WWT AS2 Information: This section provides detailed information about the AS2 setup,
including general options like payload encryption, delivery method, and MDN requests.
It also provides specific details for both the TEST and PROD environments, including
URLs, ports, AS2 identifiers, allowed traffic IPs, and certificate names.

4. Sender & Receiver IDs: This section provides information for partners using XML, cXML,

or Flat File. It includes test and production qualifiers, envelope IDs, group IDs, and
partner IDs.
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Contact Information

WWT INFORMATION - This section is crucial for ensuring that all necessary contact
and support information is readily available for partners once they have completed their

part of the survey.

To be filled out by WWT after Partner fills out survey.

5. |[Address]:
1. 70162 Weldon Pkwy, Maryland Heights, MO 63043
2. Fee Fee Road, Maryland Heights, MO 63043

6. Website!:

(1. WWT Website]
7. Brd Party Value-Added Network

1. IBM Sterling (available 24/7, including holidays)

8. Program/Project Managetr:

1. Manager: [To be filled out]

2. Program: [To be filled out]

3. Telephone Number: [To be filled out]
4. E-Mail Address: [To be filled out]

9. Product Assignment;:

1. Team Name / Manager: [To be filled out]

\10.\Post Production Support:

1. E-Mail Address: edi@wwt.com|
2. Business Hours: 8am — 5pm CST

This section is crucial for ensuring that all necessary contact and support information is
readily available for partners once they have completed their part of the survey.
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Connectivity Information

Please note, AS2 connectivity is preferred. WWT uses SHA-2 encryption for its certificates.
Please send certificates in a p7b format.

Note: Reach Integration Solutions Integration Solutions@wwt.com team for latest B2B
certificates as it will be renewed annually (Current Prod expires on Jan 30, 2026)

Current B2B Certificates can be downloaded per the link below for a given environment.
DEV:
https://www.digicert.com/secure/download-

certificate/ns7d82bgbrl4h92pjagdj0mmx4z1696?product name id=ssl geotrust truebizid&pro
duct type=ssl| certificate&platform=2

TEST:

https://www.digicert.com/secure/download-
certificate/ns7d82bgbrl4h92pjggdj0mmx4z1696?product name id=ssl geotrust truebizid&pro
duct type=ssl| certificate&platform=2

PROD:

https://www.digicert.com/secure/download-
certificate/5x4dll6lygzn55wz7qsb87668dm2j7x?product name id=ssl geotrust truebizid&prod
uct type=ssl| certificate&platform=2
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mailto:Integration_Solutions@wwt.com
https://www.digicert.com/secure/download-certificate/ns7d82bgbrl4h92pjqgdj0mmx4zl696?product_name_id=ssl_geotrust_truebizid&product_type=ssl_certificate&platform=2
https://www.digicert.com/secure/download-certificate/ns7d82bgbrl4h92pjqgdj0mmx4zl696?product_name_id=ssl_geotrust_truebizid&product_type=ssl_certificate&platform=2
https://www.digicert.com/secure/download-certificate/ns7d82bgbrl4h92pjqgdj0mmx4zl696?product_name_id=ssl_geotrust_truebizid&product_type=ssl_certificate&platform=2
https://www.digicert.com/secure/download-certificate/ns7d82bgbrl4h92pjqgdj0mmx4zl696?product_name_id=ssl_geotrust_truebizid&product_type=ssl_certificate&platform=2
https://www.digicert.com/secure/download-certificate/ns7d82bgbrl4h92pjqgdj0mmx4zl696?product_name_id=ssl_geotrust_truebizid&product_type=ssl_certificate&platform=2
https://www.digicert.com/secure/download-certificate/ns7d82bgbrl4h92pjqgdj0mmx4zl696?product_name_id=ssl_geotrust_truebizid&product_type=ssl_certificate&platform=2
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.digicert.com%2Fsecure%2Fdownload-certificate%2F5x4dll6lyqzn55wz7qsb87668dm2j7x%3Fproduct_name_id%3Dssl_geotrust_truebizid%26product_type%3Dssl_certificate%26platform%3D2&data=05%7C02%7CIntegration_Solutions%40wwt.com%7C71a799e28a3f4785582f08dd4f673df3%7Ca2d8e6b4e26e44218f3dec288c827c7d%7C1%7C0%7C638754027028687001%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=OtmKiAA9hsUz0rsBySCW%2BtpWYcAQLM%2BwKOKTkj2wD0s%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.digicert.com%2Fsecure%2Fdownload-certificate%2F5x4dll6lyqzn55wz7qsb87668dm2j7x%3Fproduct_name_id%3Dssl_geotrust_truebizid%26product_type%3Dssl_certificate%26platform%3D2&data=05%7C02%7CIntegration_Solutions%40wwt.com%7C71a799e28a3f4785582f08dd4f673df3%7Ca2d8e6b4e26e44218f3dec288c827c7d%7C1%7C0%7C638754027028687001%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=OtmKiAA9hsUz0rsBySCW%2BtpWYcAQLM%2BwKOKTkj2wD0s%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.digicert.com%2Fsecure%2Fdownload-certificate%2F5x4dll6lyqzn55wz7qsb87668dm2j7x%3Fproduct_name_id%3Dssl_geotrust_truebizid%26product_type%3Dssl_certificate%26platform%3D2&data=05%7C02%7CIntegration_Solutions%40wwt.com%7C71a799e28a3f4785582f08dd4f673df3%7Ca2d8e6b4e26e44218f3dec288c827c7d%7C1%7C0%7C638754027028687001%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=OtmKiAA9hsUz0rsBySCW%2BtpWYcAQLM%2BwKOKTkj2wD0s%3D&reserved=0

WWT AS2 Information

General Options

Payload = Signed and Encrypted
Encryption Algorithm = Triple DES
Compressed = False

Delivery Method: HTTPS

Request Signed Receipt = False
Request MDN = Asynchronous MDN

TEST Environment

Path and MDN URL: https://b2b-test.wwt.com:5100/invoke/wm.EDIINT/receive
HTTPS Port: 5100

AS2 Name/Identifier: 614948396T

Allow traffic to 198.200.139.46, 203.62.180.14

Allow traffic from: 198.200.139.81, 66.179.141.81, 203.62.180.81, 66.179.141.71,
198.200.139.203/32, 198.200.139.206/32

Certificate Name: b2b-test_ssl_certificate.p7b *

PROD Environment
Path and MDN URL: https://b2b.wwt.com:5100/invoke/wm.EDIINT/receive
HTTPS Port: 5100

AS2 Name/Identifier: 614948396
Allow traffic to 198.200.139.41, 203.62.180.45

Allow traffic from: 198.200.139.80, 66.179.141.80, 203.62.180.80, 66.179.141.45,
198.200.139.203/32, 198.200.139.206/32
Certificate Name: b2b-prod_ssl_certificate.p7b *
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Sender & Receiver IDs

These identifiers are crucial for ensuring proper communication and data exchange between
WWT and its partners using these specific formats. Recommended if the partner certificate is
provided in p7b format.

1. WWT Test Environment:
e Qualifier: 12
e Envelope ID (ISA): 3149191400TEST
e Group ID (GS): 3149191400TEST
2. WWT Production Environment:
e Qualifier: 12
e Envelope ID (ISA): 31491914007
e Group ID (GS): 3149191400T
3. Partner IDs for XML, cXML, or Flat File:
e Test Partner ID: 614948396T
e Production Partner ID: 614948396
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